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Overview

The following guide is provided to customers to set up and launch a Pyramid Kubernetes cluster on
Microsoft Azure Cloud platform.
The guide provides a standard walkthrough but is NOT exhaustive and does not cover every available

option.

Instantiating Kubernetes on Azure

If you have no prior deployment of Azure Kubernetes engine start here.
Otherwise please start on step 4.

You can either use your existing cluster or choose to deploy one just for Pyramid.

Log into the Azure Admin and search for and then click on “Kubernetes services.”
From the drop down choose “Create a Kubernetes cluster”.

Kubernetes services| = - X

pen query

Subscription equals all Type equals all Resource group equals all 3 Location equalsall X Yy Add filter

No grouping v List view v

Name * Type Ty Resource group T4, Kubemne... *, Location 7y, Subscription Ty
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Create Kubernetes cluster

Basics

Settings that are required to be set are:

a.

b
c.
d.
e

—h

Subscription and Resource group - choose your Azure subscription and resource group.
Kubernetes cluster name - choose a name for your cluster.

Region - select the region that is best for you.

Kubernetes Version — This should be left on the default option.

Node size — depends on expected usage. A suggested start it a machine with 16 cores and
32GB of memory.

Scale method - Autoscale

Node count range - depends on expected usage, for production deployments Azure
recommended minimum is three nodes.

Review and create - click on review and create if you do not wish to change any of the other
options.

All services > Kubernetes services >

Create Kubernetes cluster

Basics  Modepools  Access  Networking  Integrations  Advanced  Tags  Review + creste

Azure Kubemnetes Service (AKS) manages your hosted Kubernetes environment, making it quick and easy to deploy and manage
containerized applications without container orchestration expertise, It also eliminates the burden of ongoing operations and
maintenance by provisioning, upgrading, and scaling resources on demand, without taking your applications offline.

Learn more T

Project details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your
resources,

S |0 | v
e 2

Create new

Cluster details

Cluster preset configuration Standard ($8) e

To quickly customize your Kubernetes duster, choose one of the preset
configurations above. You can modify these configurations at any time,
Learn more and compare presets

I Kubernetes cluster name * OI | pyramid " |
Region * (@ | (Europe) UK Scuth kv |
Availability zones (D | Zones 1,23 kv |

4 High availability is recommended for standard configuration.

AKS pricing tier @ | Standard ~ |
Automatic upgrade (O | Enabled with patch (recommended) e |

Primary node pool

The number and size of nedes in the primary nede pool in your cluster. For production woerkloads, at least 3 nodes are
recommended for resiliency. For development or test workloads, only one node is required. If you would like to add additional
nade pools or to see additional configuration options for this node pocl, go to the 'Node poals’ tab above. You will be able to
add additional node pools after creating your cluster. Learn more about node pocls in Azure Kubemetes Service

Review + create | Previous | | Next : Node pools >
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The number and size of nodes in the primary node pool inyour cluster. For production workloads, at least 3 nodes are

recommended for resiliency. For development or test workloads, only one node is required. If you would like to add additional
node pocls or to see additional configuration options for this node pocl, go to the "Node pools' tab above. You will be able to
add additional node pocls after creating your cluster. Learn more about node pools in Azure Kubemnetes Service

Node size ¥ (D

cale methad * (i)

INade count range ¥ (0O I

Standard D52 v2
# Standard DS2_v2 is recommended for standard configuration.

Change size

O Manual

@ Autoscale

# Autoscaling is recommended for standard configuration.

[ o

| < Previous || Next : Node pools » |

Node pools, Access, Networking, Integrations, Advanced and Tags
All these settings should be customized to confirm with your security and architecture needs.
They can all be left as the default option as well.

Connecting to the Cluster

a) Once the cluster has finished being created, click on “connect to cluster” as shown below.

Al services >

, microsoft.aks-20230510103706 | Overview =

Ceployment

2 Search | “«

2, Owerview
5 Inputs
= Cutputs

Q Template
p

] Delete () Cancel [Ty Redeploy J Download () Refresh

@ Your deployment is complete

&
Resource group: Azure®D

~  Deployment details

-~ Next steps

Create a quick start application Recommended
Create a Kubemetes deployment Recommended
ntegrate automatic deployments within your cluster Recommended

Connect to cluster  Recommended

Give feedback

A& Tell us about your experience with deployment

Deployment name: microsoft.aks-20230510103706 Start time: 5/10/2023, 12:12:00 PM
Subscription: Microsoft Azure Spansorship Correlation ID: 8e848464-68db-406c-85fa-2055a5054039 E

b) Click on Open in Cloud Shell and make sure to run the two commands in step number 2 as
they are shown for you.
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Connect to pyramid

Connect to your cluster using command line tocling to interact directly with cluster using kubectl, the command line tool for Kubernetes. Kubectl is available within the Azure Cloud Shell by default and can also be installed locally. n morec’

or the Azure CLI

[
=0

>mmands

az account set —subscription

az aks get-credentials --resource-group AzureAD --name pyramid

c) Click on either Bash or PowerShell. For this example, we use PowerShell.

If you have no storage mounted, it will prompt you to create one as below. Choose your
subscription and then on “create storage”.

e) After running the set account and getting the credentials command, you can test the
connectivity to the cluster, by running the below command, if all is working it will bring back
the list of nodes as seen in the screenshot.

Kubectl get nodes

PowerShell v » ? & '_l‘} o {} ™

Requesting a Cloud Shell.
Connecting terminal...

MOTD: Azure Cloud Shell now includes Predictive IntelliSense! Learn more: httpa://aka.ms/CloudShell/IntelliSense

VERBOSE: Authenticating to Azure ...

VERBOSE: Building your Azure drive ...

PS /home/ > BZ acco

PS /home/ > az aks ¢ tials > D pyramid
Merged "pyramid" - in /home/ / - kubs fig

PS /home/ > ku - node:

NRME STATUS ROLES VERSION
aks-agentpool-35821059-vmss000001 Ready agent 9 v1.25.6
aks-agentpool-35821059-vmss000003 Ready agent v1.25.6

PS /home/ >

Generating the Pyramid YAML

The setup for Pyramid is best driven through a YAML configuration file. If you want, you can also
deploy using HELM. For more information on this see this link.
This can be manually created. However, it is simpler to use Pyramid’s YAML configurator.

Login to Pyramid’s customer portal, go to the Kubernetes setup page:
https://customers.pyramidanalytics.com/kubernetes/ and generate a YAML file for your Pyramid
config.
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Choose one of the storage options in the drop-down list.
More info on the configurator can be found here .

Autoscaling the pods:

Pyramid gives you the option of scaling the pods Horizontally.

You can choose the maximum number of replicas(pods) to spawn by ticking the Elastic Scaling option
when creating the Pyramid YAML and entering in the max number of pods that can be spawned.

To enable the auto scaling to work, make sure to Install Keda and the Metric Server, these
commands are given to you while creating the Pyramid YAML.

Deploying Pyramid YAML configuration

Upload your YAML file (from previous steps) to your cluster as shown below:

Click on the upload file option and upload the Pyramid YAML file.

PowerShell ~-

Once you upload the YAML run it as below to pull down the pyramid pods

kubectl apply -f pyramid-analytics-config.yaml

Then run the below command to see the pods generating or look at the Azure control panel under
“Workloads” (it will also show the pods as incomplete until after the full deployment has finished)
kubectl -n pyramid get pods -w

or

kubectl -n pyramid get pods

Its normal that only the web-service pod will show 1/1 until the full deployment has finished (until
after you have finished the setup in the browser)

PowerShell v | O ?2 & [ O B

PS /home/ > kubectl -n pyramid get pods

NAME READY  STATUS RESTARTS  AGE
ai-service-848c57d58d-kvlxq /1 Running 14m
gis-service-7b9cdcb94-sxhld /1 Running 6m57s

router-service-66fdg5c867-1fksb  @/1 Running 14m
runtime-service-8ccff6965-1ckzs ©/1 Running 6m57s
task-service-86cf697cb6-2rj97 /1 Running 14m
web-service-66bb5fboc5-vc5k9 1/1 Running 6m57s

Wait until you see that all pods show as “running.” It can take around 10/15 minutes for this to
finish.

From the Azure console, it will look as below:

Pyramid Analytics: Azure Kubernetes Deployment Guide 1.1 Page 7


http://www.pyramidanalytics.com/
https://help.pyramidanalytics.com/Content/Root/Guides/installation/Kubernetes/Kubernets%20Cluster%20Configurator.htm?Highlight=yaml

D pyramid

o, Pyramid | Workloads  « *

t Create () Refresh [ Show labels 27 Give feedback

icasets  Statefulsets  Daemonsets  Jobs  Cron jobs

Add label filter

Namespace Ready Up-to-date Available Age

Kubernetes resources

B3 Namespaces

8 minutes

Once you see that the web-service shows as Ready (Green tick 1/1), continue to the next step.

External IP Access for the Pyramid Kubernetes Instance
To get the external IP to access the Pyramid application on, from the Azure Kubernetes portal click
on “Services and ingress”. Look for the external IP address and port which is 8181.

o pyramid | Services and ingresses

L
Kubernetes service

‘)V Search | « \ Create v Cl Refresh  [[7 Show labels 47 Give feedback

% Qverview

Services Ingresses
E Activity log
82 Access control (IAM) Filter by service name Filter by namespace
¢ ‘ Enter the full service name ‘ ‘ pyramid v Y Add label filter
Tags
& Diagnose and solve problems \:‘ Name Namespace Status Type Cluster IP External IP
Q@ Microsoft Defender for Cloud . - -
] pyramid @ ok LoadBalancer 10.0.214.109 20.49.230.139 @ 81812202/TC...

Kubernetes resources
B3 Namespaces

T Workloads

&% Services and ingresses

Copy the External IP and paste it into a browser adding :8181 on to the end (e.g.,
http://204.230.139:8181). This will then take you to the below page, where you can fill out all the
needed info to finish the Pyramid deployment.

System Initialization

Once the pods have finished being created, and you click on the link as explained above, you will be
prompted with the screen below.

This initializes the system, with persistent storage (this is only if you choose this option when
creating the YAML. Otherwise choose one of the other options in the list), the Pyramid repository
database and creates the first initial user within Pyramid.

For more information on this stage please see this link.

e See the appendix for details on how to setup a database repository on Azure.
e For more information on this stage please see this link.

For the storage type choose the same persistent storage option that was chosen when you
generated the Pyramid YAML.

Pyramid Analytics: Azure Kubernetes Deployment Guide 1.1 Page 8


http://www.pyramidanalytics.com/
https://help.pyramidanalytics.com/Content/Root/Guides/installation/Kubernetes/Kubernetes%20Initialization.htm
https://help.pyramidanalytics.com/Content/Root/Guides/installation/Kubernetes/Kubernetes%20Initialization.htm

D pyramid

Database Repository Setup:

RDS

PosigraS0OL

10.104.208.3

5432

Database Name pyramidks

. Enfor
Credentials:

postgras

Disk Storage Setup:

e -

yaml configuration

Initial User Details:

Name

Confirm P

. | already have a license file 7

D Auto Login 7

Finished

Once the initialization setup has finished running (normally around 5-10 mins) it will redirect you to
the fully installed Pyramid application.
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Appendix
Deploying an MS-SQL database

The steps below guide you in the Azure Console for creating an MS-SQL or PostgreSQL instance to
host the Pyramid repository.

Notes:
netwo

it should be a private instance as it does not need to be accessed from outside of your
rk.

It should be in the same Zone and network as your Kubernetes cluster.

1)

Search in the Azure console for “SQL server” and click on “Create”

SQL servers | #

. Ao - R
f Create |i5% Manageview - () Refresh < Exportto CSV %% Open query

ilter for any field... Subscription equals all Resource group squals all Location eguals all +? Add filter

Sh

owing 110 1 of 1 records.

[] Mame *
Basics
Settings that are required are:
a. Subscription and Resource group - choose your Azure subscription and resource group.
b. Server name - give the server a name.
c. Location —should be in the same location as your Kubernetes cluster.
d. Authentication method must include SQL authentication because this is the only way
Pyramid can connect to it as a repository.
e. Server admin login / password/ confirm password — give the server an admin login and

password.
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Home » SQL servers >

Create SQL Database Server

Microsoft

Networking  Additional settings  Tags  Review = creste

5QL database server is 3 logical container for managing databases and elastic paols. Complete the Basic tab, then go to

Review + Create to provision with smart defaults, of visit £ach tab to customize. Leam mors o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription * O [ Microsor: azure sponsarsnip

~]

L

Rescurce group * @ [ cloud-shell-storage-westeurage

~]

Create new

Server details

Enter required settings for this server, including providing 3 name and location

[ Enmer senver name

_datzbazemindows.net

[ ws) zast s

~]

Authentication

Select your preferred authenticstion methods for accessing this server. Create a ssrver smin login and password to

access your server with SOL authentication, select only Azure AD authentication Learr
AD user. group, or application as Azure AD admin Learn more ¢

Authentication method

() Use soth 5QL and Azure AD suthentication

® e using an existing Azure
or select both SQL and Azure AD authentication.

(O Use only Azure Active Dirsctory [Azure AD) authentication

Server admin login * Enter server admin login

Fassword * [

Canfirm password ¥ [

T

letworking >

Networking

Settings that are required are:

a.
the Kubernetes pods can access the SQL instances.

Home » SQL servers »

Create SQL Database Server -

Microsoft

Basics Additional settings Tags

Configure networking access for your server.

Firewall rules

Review + create

Allow Azure services and resources to
SCCess this server

Review + create | < Previous

| Mext : Additional settings = |

Lastly click on Review + create to create your SQL server as shown below:

Allow Azure services and resources to access this server — this should be turned to “yes” so that

D pyramid
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Home > SQL servers

Create SQL Database Server
Microsoft

Basics Metworking Additional settings Tags

Product details

S0L Database Server Estimated cost per month

by Microsoft Mo additional charges

Terms

By clicking "Creste", | (a) agres to the l=gal terms and privacy statement(s) associzted with the Marketplacs o
offering(z) for support, billing and other transactional activities. Microsoft does not provide rights for third-p.

Basics

Subscription

Resource group

Server name
Authentication method

Server admin lagin

Location

Metworking

Allow Azure services 1o 3CCSTE SErVer R

Additional settings

Enable Microsoft Defender for SQL Mot now

Tags

Create « Previous Download a template for automation

Creating a new Pyramid Repository Database
Once the setup has completed, click on your new SQL instance and create a new blank database.
(search for SQL servers and click on the newly created instance).
Click on “Create” as shown in the image below:

ISQL servers | b

§0¢ Manage view ':'_:' Refresh  + Exportto C5V _“ Open query
I Filter for any field_. Subscription equals all Resource group equals all = Location eguals all = +7 Add filter
Showing 1 to 1 of 1 records.
[] mame T Status T

Basics
Settings that are required are:
a. Database name - give a name for your pyramid repository database.
b. Server - select the SQL server that you created or already have.
c. Compute + storage - Ensure that the database is not underpowered. It should not be less
than 4 CPU’s (8 is the recommended minimum) and 12-16Gb of Memory.
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d. Review + created — no other settings need to be changed, click on this to create the
database.

Home » SOL databases >

Create SQL Database -

Microsoft

A\ Changing Basic cotions may resst selections you have made. Azvisw 3l options prior to cresting the resource.

Networking Security Additional s

ngs Tags Review + create

Create a SQL datsbase with your preferred configurations. Complete the Basics tab then go to Review + Create to
provision with smart defaults, or visit each tab to customize. Learn more o

@ Did you know that new users in Azure can creste a free Azure SOL Database and use it for 12 months using Azure fre
account? Leam more &
Project details

Select the subscription to manags deployed resources and costs. Use resourcs groups like folders to organize and
manage sl your rescurces

Subscriprion * | \icrosoft Azure Sponzorsaip v |

L !

Rezource group * (1) | AzureAD e |

Creats new

Database details

Enter reguired settings for this database, including picking a logical server and configuring the compute and storage
resources

| pyramid vy |

[ ]

Create new

Want to use SOL elastic pool? (D o Yes @ No

Compute + storage General Purpose

Standard-series {Gen5). 8 vCores, 16 GB storage. zone redundant disabled
Configure database
Backup storage redundancy

Choose how your BITR and LTR backups are replicated. Geo restors or ability to recover from regional outage is only
avsilable when geo-redundant storage is selected.

Backup storage redundancy () O Locally-redundant backup storage
o Zone-redundant backup storage

@ Geo-redundant backup storage

Review + create
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